Continuous Penetration
Testing & CASM

Get an attacker's view of
your network.

Our Approach

Our Continuous Penetration Testing

offerings help organizations

discover, understand, and monitor

their network attack surface. CPT @_ N
breaks down a traditional point-in- =N

time penetration test to an ongoing

"discover and attack" process to AR
reduce the time between
vulnerability introduction and
discovery.
Common Challenges Benefits
*  Modern networks look different to an v Discover and monitor your attack
internal admin and an external attacker surface from an attacker’s perspective
*  Most admins struggle to view their v Reduce the time between vulnerability
networks from an attacker’s perspective introduction and discovery
*  Most companies struggle with outside v Satisfy compliance requirements
risk visibility between security v Expert eyes helping prioritize
assessments vulnerabilities from an attacker’s
* Most networks change daily from an perspective
attacker’s perspective, and new v Demonstrate continual risk reduction
vulnerabilities and CVEs are released over time
constantly

ivision.com



What’s Included

* Optional CPT Baseline assessment to * Daily port scans with passive service
satisfy compliance requirements investigation

* Open-source intelligence (OS-INT) * Alerts on asset change (new or changed
discovery of assets including domains + IPs ports/hosts/subdomains)

* Collaborative review of targets list to * Manual investigation on asset change
establish authoritative external attack (optional)
surface * Monthly review of results in CSR meeting

Service Options

* CPT Baseline assessment of up to 100 IPs * CPT Gold - Silver + internal IPs & targets

* CPT Bronze - Ongoing attack surface * CPT Platinum - Gold + internal/external
monitoring ongoing application assessment

* CPT Silver — Bronze + targeted manual pen
testing

Why ivision?
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We promote productivity Our structured and Our proven partner
and collaboration through repeatable approach is ecosystem empowers us
proactive management, based on strategic to deliver the most
clear expectations, and methodology that allows you innovative solutions for
technical expertise. to capitalize on opportunity. your technology needs.

Contact Us

Questions on how to get started? Get in
touch at ivision.com/contact
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